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KWUT - poccuiicknin pa3paboTymnk 1 Nporu3BoanTesb CeTEBOro 060pyaoBaHuUS.

PeweHunsa komnaHnmm KUT NpoekTUpyoTcs C y4ETOM BbICOKMX TPE60BaHNN 06beKToB

KpUTNYeCckom nHpopmMaumnmoHHom nidpactpyktypbl (KUN) n npegHasHaueHbl ons
C03[aHNs COBPEMEHHbIX CETEBbIX CPef, C rMbpuaHbIMM BapaHTaMun 4ocTyna
nosib3oBaTeNnien, co3gaHunsa 1 noaknoyveHns koprnopaTuBHbix LLO, o6navHbix

pPecypCcoB U NPUIOXKEHNIA.

e
MuHMMyM 6ropoKkpaTumn Cob6cTBEHHan
M 6bicTpas apanTauus R&D komaHpa
KopoTkas uenoyka NnpuHATUS peLleHni OKcnepTbl C OMbITOM B pa3paboTke
Mo3BONIAET NOACTPaMBaTLCA Noj, Tenekom obopynoBaHus 6onee 20 net
NMoTPeBbHOCTM PbIHKA
=] B
=0 @
Ceptudpukaums PaspaboTka
oﬁopyp‘oBang nnpousBoacTso B PO
MponyKLmMs BHOCUTCS B peEECTpbl Mpon3BoacTBO, TEXNnoanepxka
MuHnpomTopra n MuHumMdpbI, N CePBUCHbIE LLEHTPbI HAX0AATCS
COOTBETCTBYET TpeboBaHuam MI1719 B Poccun
n nogxoaut ana KN
I-r M-I roCyAapCTBeHHas . R c n E n H H 0
MH$OpPMALIMOHHAA CUcTeMa
o] o TR I MYHUMOPbI_ u|BPoccum
L™ d
AR




KommyTaTopbl KUT cepum SB210 MeLOT KOMMaKTHbIN
dopMbaKTop 1 NO3BONSAIOT CTPOUTH CETEBYIO aPXUTEKTYPY
KOPMOPaTMBHbIX CETEN A0CTYNa SKOHOMUYECKN 3DDEKTUBHO,
HafeXHo, 6e3onacHo, C NPOCTbIM YNPaBNEHNEM.

Mogaenu cepum SB210 NonHOCTbIO poccuiickas pa3paboTka ¢ MakCHMaslbHbIM UCMOSIb30BaHMeM oTeYvecTBeHHoM IKB.
Bnarogaps a3ToMy OHM rOTOBbI K UCMO/b30BaHMIO B CETSAX NPEANPUATUN KPUTUYECKOM MHPOPMaLMOHHON nHepacTpykTypbl (KNN),
obecneynBasi TEXHONOrMYECKY0 HE3aBUCMMOCTb M COOTBETCTBME CTPOrUM TPeboBaHMSM PerynsTopoB.

AYTEHTUOUKALINA:

= Cranpgapt 802.1X (Port-based NAC)

= RADIUS, TACACS+, nokanbHas ayTeHTuduKaums
= Guest VLAN, Voice VLAN, Private VLAN

3ALLUUNTA CETU:

= ACLypoBHa L2-L4

= Time-Based ACL

= |P source guard, Port Security, Loop Detection

= BPDU Guard, Root Guard, Loop Guard (3awumta STP)
BesonacHocTb ynpaBneHus:

= [paHynspHbI KOHTPOMb AOCTYNa MO MHUAM ynpasneHus (RBAC)
= LndposaHure naponew, y4eT 1 aBTopm3aLLMs KOMaHA,

= [lopgkntoyeHue no SSHv2, Telnet

MAPLUPYTU3ALUA (YPOBEHDb L3)
= CrtaTtnyeckas mappyTnsaums (IPv4/IPv6)
= [Moppep>xka DHCP onumi

OYHKLUUUN YPOBHSA L2

YnpaeneHune VLAN:

= Cranpgapt Ternpoanus 802.1Q

= Arrperaumsa kaHanos c nogaeps>xkorn LACP
MpoTokonbl STP:

= STP(802.1D)

= RSTP (802.1w)

MynbTukacT:

= IGMP Snooping v1/v2/v3, Fast Leave
= MLD Snooping v1/v2

= MVR (Multicast VLAN Registration)

YNPABJIEHUE TPAOUKOM N QOS
Knaccudukauusa n MmapkmpoBka:

= HaocHoe nopta, 802.1p (CoS), DSCP, ACL
= [lepemapkunpoka CoS/DSCP (RFC2474)
MnaHnpoBaHue u orpaHnyeHne:

= 8 BbIXOAHbIX O4epeer Ha mopT

= AnropuTtmbl nnaHuposanus: SP (Strict Priority), WRR, DRR
= OrpaHunyenne nonocsl (Policing, Shaping)
AHanus Tpaduka:

= TenemeTpus AN getanbHoOro y4éta tpaduka
= 3epkanuposaHue noptos (SPAN, RSPAN)

MOHUTOPUHI U OBCNTYXKUBAHUE

MHCTpYMeHTbI ynpaBneHus:

= VHTepdelic komaHaHow cTpoku (CLI)

= Beb-uHTepdeiic (HTTP/HTTPS)*

= [loppepxka SNMP (v1/v2c/v3)

= RMON

[narHocTuka ¥ MOHUTOPWHT:

= LLDP (802.1ab)

= AKTUBHbIA MOHUTOPVHI paboTbl CETU B peasibHOM BPEMEHU
= [lMarHocTuka onTU4eckmx TpaHCMBEPOB

*  MOHUTOPWHI TeMnepaTypbl, cCocTosHMA Bl 1 BeHTUNATOPOB
= Cny>6bl BpeMEHWN 1 TIOrMPOBaHWS:

= KnueHt n cepsep NTP

= JlokanbHoe 1 yaaneHHoe normposaHme (syslog)

SB210-10T SB210-10P

MopTbl 10/100/1000 RJ45

MopTbl 1G SFP

KoHconbHbI nopT (USB Type-C)
KoHconbHbIV nopT (RS-232)
BHyTpeHHsIs nponyckHas cnocobHOCTb
[MponsBoaunTenbHOCTb (64-6aTHbIe NMakeTbl)
Tabnuua MAC

OyHKUmKM L2

OyHKumm L3

BesonacHocTb

Brnoku nutaHus

Brog>xeT PoE

OxnaxpeHve

MOHUTOPUHI

Peectp PIMM (M1 N2719)

26 [éut/c
24,6 pps

10877122

8

2

1

1
26 [6ut/c
24,6 pps

8K 8K

QinQ, LACP, MSTP, IGMP, ERPS, RSPAN

ctatuyeckas (IPv4/v6), DHCP onuun

AAA, RADIUS, TACACS+, 802.1X, ACL, ARP Inspection, CoPP, STP security

BCTPOEHHbI PUKCUPOBaHHbIN AC

Het 240 Bt

[MaccurBHOe, 6e3 OBUXYLIMXCS AeTanemn

SNMP, Syslog, sFlow, traffic dump, debug, RMON, LLDP

10877121
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KommyTaTopbl cepun S2158 — 310
BbICOKOMPON3BOAMTESNbHbIE YCTPONCTBA
KOpMopaTMBHOIO KJlacca U YHUBEPCAsbHOIO
HasHadeHuns gna ceten Ethernet

Mogaynb BRMC (BaRe Metal Controller) obecnieunsaet
6e30omnacHoOCTb annapaTHon NnaTdopmMbl. CoxpaHseT
pPaboToCNoCOBHOCTD annapaTHbIX KOMMOHEHT MPM NOMbITKax
BHELLHUX BO3eNCTBUN.

3axBaT W aHann3 Tpadrka — BCTPOEHHbIE MHCTPYMEHTDI,
OCHOBaHHble Ha ¢pyHKLMoHane TCP dump nossonsioT cobupatb
aHanUTUYecKyto MHbOoPMaLIMIO 6e3 CTOPOHHUX UHCTPYMEHTOB
1 MaKcuMasbHO 6/IM3KO0 K MCTOYHMKY/aapecaTy Tpaduka.

O6Las NPON3BOANTENBbHOCTD LUKHBI KOMMYTaumm 400 FouT/c.

PaboTatoT Ha 6ase Ymna c HeGOKNPYEMOI apXUTEKTYPOM, YTO
NMo3BOJIAET MOMYYUTb MaKCUMasIbHYHO NMPON3BOAUTENTbHOCTb
YCTpOWCTBA.

VimetoT 4 nopta 10/25 F6uT/C. ana obecneveHms
MaKCUMasbHOWM NPONyCcKHOM CNOCOBHOCTM NPW MNOCTPOEHUN
ceTen.

ABTOMaTMYECKOE NepPeK/IIYEHME Ha Pe3epPBHbIE KaHasbl
B Pa3/IMYHbIX TOMOMNOMMSAX C MOMOLLbIO NpoTokonos STP, RSTP,
MSTP, G.80311 G.8032.

Moppep>xka POE+ Ha Bcex nopTax OAHOBPEMEHHO C MOJHbIM
610 KETOM MOLLIHOCTH.

Mogenb >

CIT S2158-48T4D-P-AC-FR >

[NoBblLLEHHas HAOEXHOCTb 3a cYeT p,y6nV|pyeMb|x 6nokoB
MATaHUA 1 BEHTUJTATOPOB.

PesepBurpoBaHue obpasa ynpaenstowero N0 — MuHMMmnsaums
NPOCTOEB A5 HernpepbiBHOM PaboTbl G13Heca 1 MPOCTOTbI
obcny>umBaHus.

Broku nuTaHus paboTatoT B ropsuemM pesepse rno cxeme 1+1.

MopaepyXMBatoT arperawumio KaHanos K HECKOMbKUM
YCTPOWCTBaM /1 Pe3ePBUPOBaHMSA KaHaNOB MeXay
YCTPOWCTBAMU 1 YBEIMYEHUS MPOMYCKHON CNOCOBHOCTM CeTU.

Bnaropnaps BbICOKOWM 0TKa30yCTONYMBOCTH, IKOHOMUYHOM
APXUTEKTYPE U NoAAePXKKE COBPEMEHHBIX TEXHOMOT U,
KommyTaTopbl cepun CIT S2158 — 310 onTMMarnbHbIN BbIGOP
B Ka4YeCcTBe LIeHTPasbHOro y3/1a A1sl TOCTPOEHMS HafeXHbIX

1 MacLUTabrpyeMblx ceTel B dunmnanax koprnopaTuBHbIX Cpes,

PaclunpeHHble dyHKUMM MapLipyTm3aumm — RIP, OSPF n BGP*.

Mopnepxxka 802.1X ang KOHTPO/SA NOAK/IOYEHMS K CETU
nonb3oBaTesiei N yCTPONCTB.

Monntukn QoS pgns ynpaBieHNsa NOTOKOM [aHHbIX.

Cnmckum goctyna (ACL) pns cobnogerns nonMTuk gocTyna.

CIT S2158-48T4D-N-AC-FR >

MopTbl 10/100/1000 RJ45 48

MopTbl 1G SFP =

MopTbl 25G SFP28 4
KoHconbHbIM nopT (MiniUSB ) Oa
BHyTpeHHsIs nponyckHas cnocobHOCTb 400 reut/c
MponsBoanTenbHOCTb (64-6alTHbIe NMakeTbl) 375,2 Mpps
Tabnuua MAC 32K

Hannune PoE

4

Oa
400 réur/c
375,2 Mpps

32K

PoE/PoE+, 6rogxeT 1704 BT -

DyHKumM L2 QinQ, LACP, MSTP, IGMP,
ERPS, RSPAN, UDLD
OyHkumm L3 IPv4, IPv6, cTaTnyeckas
MapuwpyTtusaumsa, OSPF/v3, RIP, VRF
BesonacHocTb AAA, RADIUS, TACACS+, 802.1X, ACL,
ARP Inspection, CoPP, STP security
OTKa30yCTONYMBOCTb Edge stack, MLAG, pe3epBupoBaHHble

1 pe3epBUPOBaHME
MOHUTOPUHI

3anucb B peectpe PIl

610K/ NUTaHUA C ropsyer 3aMeHoNn
SNMP, Syslog, sFlow, TCP dump, debug

10874408

QinQ, LACP, MSTP, IGMP,
ERPS, RSPAN, UDLD

IPv4, IPv6, cTaTnyeckas
MapupyTtusaumsa, OSPF/v3, RIP, VRF

AAA, RADIUS, TACACS+, 802.1X, ACL,
ARP Inspection, CoPP, STP security

Edge stack, MLAG, pe3epBupoBaHHble
6710KM NUTaHUA C ropsyen 3aMeHoNn

SNMP, Syslog, sFlow, TCP dump, debug

10874407



MopTbl 10/25/100 '6uT/C. MNoaaep>kka NPOTOKONOB A1
ceten LLOL (PCP, DSCP, DCBX, iWARP 1 RoCEv2, VXLAN,
Geneve, GRE), nporpammupyeMbl npoduner onTumMmnsaumm
Tpaduka (DDP), yckopeHus NFV yepes DPDK,
ONTUMU3NPOBAHHbBIV MIAHUPOBLUMK Nepefayn AaHHbIX.

Mogenb SMNIC2810- , SMNIC2810- ., SMNIC2810- ., SMNIC2810- ., SMNIC2810-
2C-L 1C-L 8X-L 2C-OCP 4Y-OCP

MopTbl 100 [6uT/C 2 1 = 2 =

MopTbl 10 F6UT/C - - 8 - -

MopTbl 25/10/1 F6uT/C - - - - 4

CraHpgapT Mogyneit QSFP28 QSFP28 SFP+ QSFP28 QSFP28

KoHTponnep Intel E810-CAM2 Intel EB10-CAM2 Intel E810-CAM2 Intel E810-CAM2 Intel EB10-CAM2

XocT-uHTepdeiic PCle 4.0x8 PCle 4.0x8 PCle 4.0x8 PCle 4.0x8 PCle 4.0x8

a‘;oH‘;oﬁ;:j;e“””e”"'“ 16 IT/c 16 IT/c 16 IT/c 16 IT/c 161 T/c

3anuchb B peecTpe PIIM 10777919 10777920 10777918

> CIT S2158-24T4D-P-AC-FR > CIT S2158-24T4D-N-AC-FR CIT S2158-24F4D-N

= = 24
4 4 4
La Oa La
400 I'out/c 400 Iéut/c 400 Iout/c
375,2 Mpps 375,2 Mpps 375,2 Mpps
32K 32K 32K
PoE/PoE+, 6rogxeT 852 BT - -
QinQ, LACP, MSTP, IGMP, QinQ, LACP, MSTP, IGMP, QinQ, LACP, MSTP, IGMP,
ERPS, RSPAN, UDLD ERPS, RSPAN, UDLD ERPS, RSPAN, UDLD
IPv4, IPv6, cTaTnyeckasn IPv4, IPv6, cTaTnyeckas IPv4, IPv6, cTaTMyeckas
MapuwpyTtusauusa, OSPF/v3, RIP, VRF MapupyTusauusa, OSPF/v3, RIP, VRF MapupyTusauusa, OSPF/v3, RIP, VRF
AAA, RADIUS, TACACS+, 802.1X, ACL, AAA, RADIUS, TACACS+, 802.1X, ACL, AAA, RADIUS, TACACS+, 802.1X, ACL,
ARP Inspection, CoPP, STP security ARP Inspection, CoPP, STP security ARP Inspection, CoPP, STP security
Edge stack, MLAG, pe3epBrpoBaHHble Edge stack, MLAG, pe3epBupoBaHHble Edge stack, MLAG, pesepBupoBaHHble
610KM NUTaHUA C ropsYer 3amMeHomn 6710KM MUTaHUA C ropsYen 3aMeHoNn 6710KM MUTaHUA C ropsyent 3aMeHoNn

SNMP, Syslog, sFlow, TCP dump, debug SNMP, Syslog, sFlow, TCP dump, debug SNMP, Syslog, sFlow, TCP dump, debug

10874406 10874405 10874404



KommyTtatopbl KUT cepumn L2800 — ocyLecTBASIOT NOAKIIOYEHNE
Nonb30BaTENbCKMX YCTPOWCTB M YCTPOMUCTB |oT,K KopriopaTUBHOM

ceTn B punmanax KpynHbIx KOMMaHWIA, OpraHn3aumsax Manoro

1 cpefHero b1MsHeca 1 Ha NepuMeTpe CeTe onepaTopoB CBA3N

C ucrnonb3oBaHneM nHTepdericos 1/10/256/c.

Cepust L2800 npepgnaraeT LWUMPOKUI BbIGOP anmnapaTHbIX Mogener nog, ynpaeneHnem egmHon cetesoin OC ¢ LUMPOKUMM
$YHKLMOHANBbHBIMM BO3MOXHOCTSIMM — PaCLUMPEHHbIN HAOOP NPOTOKOJI0B MapLLPYTU3aLLMK, CTEKUPOBAHME, CErMEHTaLMIo
Ha ocHoBe VRF-Lite, paclumpeHHble dyHKLMM 6€30MacHOCTU, KOHTPOb NoAKYeHUs nob3osaTtenen no 802.1X, KOHTPOsb
MHOroagpecHoro Tpadurka 1 KOMMIEKCHYHO 3alUMTY OT CETEBbIX Yrpo3. JIHelka NpefcTaBieHa YeTblpsiMa MOLENSAMU,

B 6yayLiieM nnaHMpyeTcs pacliMpeHmre 00 ABafuaT OaHoM Modesu.

Mopynb BRMC (BaRe Metal Controller) o6ecneuvBaet
6e3onacHoCTb annapaTHoi nnatdopmbl. CoxpaHaeT
paboToCrnocobHOCTb annapaTHbIX KOMMOHEHT MPU NOMbITKax
BHELLHWX BO30EeNCTBUM.

CTekmpoBaHue 40 8 YCTPONCTB M NMPOMYCKHO CMIOCOGHOCTbIO
0o 100 réeur/c.

Hebnokunpyemas KOMMyTaLMOHHAs MaTpuLLa OJ1s BCex
|pa3aMepoB NaKeToB C NPOU3BOAUTENBHOCTLIO 496 F6uT/C.

Mopnepyxka arperaumm kaHanoB (LAG n MLAG) K HECKONbKUM
YCTPOICTBaM /151 PE3€PBMPOBaHUNS KaHaNIOB MeXay

BapuaHTbl BbIboOpa BMaa 6110ka NMTaHWs — BCTPOEHHbI U Ba
CMEHHDbIX C ropsiyelt 3aMeHoM.

Pe3epBupoBaHe obpasa ynpasnstoLiero N0 — MUHMMU3aums
NMPOCTOEB A5 HEMPEPbIBHOM paboTbl 613HECa U MPOCTOThI
obcnyxmBaHus.

ABTOMaTMYECKOE NepeksItoYeHne Ha pe3epBHble KaHasbl
B Pa3/IMYHbBIX TOMOJIOMMSAX C MOMOLLIbIO MpoTokonos STP, RSTP,
MSTP.

PaclumpeHHble dyHkumm MapLupyTmsaummn — RIP, OSPF/v3, BGP
nPBR.

CTPONCTBaMM U YBEIMYEHMS NMPOMYCKHOW CIIOCOBHOCTM CETU.
yerp y pory Mopaepyxka 802.1X ans obecrneyeHns LIEHTPaNN30BaHHOro

yrpaBneHUs NOAK/OUYEHUSMU K CETU NONb30BaTeNemn
N YCTPOWCTB.

Monutnkm QoS ans ynpasneHWs NOTOKOM AaHHbIX.

DyHKUMM 0becreveHnst Pe3epBUPOBAHNS INHWUIA CBA3U
Ha YPOBHE He3aBUCUMbIX GU3NYECKUX MHTEPDECOB , Kak
anbTepHaTmBa NpoTokony Spanning Tree Protocol (STP).

Cninckm goctyna (ACL) ana cobntofeHns noanTuK 4ocTyna.

Mopnaepykka aBoriHoro cteka IPv4/IPv6.

L2800-24T8Y-F > L2800-48T8Y-F > L2800-24T8Y-R > L2800-48T8Y-R

MopTbl 10/100/1000 RJ45 24 48 24 48
MopTbl 25G SFP28 8 8 8 8
Mopt OoB Management 1RJ-45 1RJ-45 1RJ-45 1RJ-45
KoHconbHbin nopt (USB Type-C) 1 1 1 1
KoHconbHbI nopT (RS-232) 1 1 1 1
BryTpeHHs nporyckras 496 T6\c 496 T6\c 496 I6\c 496 T6\c
(réﬂ""éﬁj;ﬂ”bfjggigﬁ;‘)’ 332 Mpps 332 Mpps 332 Mpps 332 Mpps
Tabnuua MAC 65 K 65K 65K 65K
®yHKumN L2 QinQ, LACP, MSTP, IGMP, ERPS, RSPAN

®yHKumK L3 cTatuyeckas, PBR, BGP, OSPF, IS-IS, RIP, VRF, ECMP

BesonacHocTb AAA, RADIUS, TACACS+, 802.1X, ACL, ARP Inspection, CoPP, STP security

OTKa30yCTONYMBOCTb

CteknpoBaHue 8 yctponcts, MLAG
1 pe3epBrpOBaHME

pe3epBrNpOBaHHbIE
6/10KM NUTaHNSA
C ropsiyen 3ameHon

pe3epBMpPOBaHHbIE
©/10KN NUTaHUSA
C ropsiyen samMeHomn

BCTPOEHHbIN
dukcmpoBaHHbI AC

BCTPOEHHbIN

Bnoku nutaHus -
dukcmpoBaHHbI AC

BrogxxeT PoE HeT HeT HeT HeT

SNMP, Syslog,
traffic dump, debug

SNMP, Syslog,
traffic dump, debug

SNMP, Syslog,
traffic dump, debug

SNMP, Syslog,

MOHUTOPUHF :
traffic dump, debug



KommyTtatopbl KUT cepmmn L3200 — obecneunBatoT HagexXHyto
nepenavy faHHbIX, HENMPEPbIBHOCTb PaboTbl M yO06CTBO
alMVHVCTPUPOBAHMNS B KOMMaHWsIX KPYMHOro MacluTaba, Masbix

N cpegHuX opraHnsaumsax. KoMMyTaTopbl COYETAIOT BbICOKYHO
YCTOMYMBOCTb K COOSIM 3a CHET YHMKASIbHbIX PeLUeHUH,

3 dEKTUBHYIO CTOMMOCTb BIaAEHUS U NOAAEPXKKY aKTyasnbHbIX
CTaHOapToB. YCTPOMCTBa AaHHOM NMMHENKN naeanbHO NoaxXoasaT as
PO LLEEHTPanbHbIX Y3M10B KOPMOPATUBHbIX CETSX, NPefoCTaBss
BO3MOXHOCTb Pa3BepPTbIBAHUS NIEMKO PaCLUMPSEMbIX apPXUTEKTYP.

Mopynb BRMC (BaRe Metal Controller) o6ecrneunsaet
6e3onacHocTb annapaTHon nnatdopmMbl. CoxpaHaeT
paboTocnocobHOCTb annapaTHbIX KOMMOHEHT NPY MOMbITKax
BHELLHUX BO3eNCTBUIA.

3axBaT 1 aHanM3 Tpaduka — BCTPOEHHbIE MHCTPYMEHTDI,
OCHOBaHHble Ha ¢yHKLMoHane TCP dump noseonstoT cobupatb
aHanMTMYecKyto MHopmMaLmio 6e3 CTOPOHHUX MHCTPYMEHTOB
1 MaKcrMasbHO 6IM3KO K UICTOYHMKY/agpecaTy Tpaduka.

06128 NPOM3BOAUTENBHOCTD LMHBI KOMMYyTaumm 880 MouT/c.

CrekunpoBaHue o 8 yCTPOMCTB C OpraHnsaLmeit cteka Yepes
nobble nopTbl. Pacumpenue oo 16.

Hebnokvpyemas KOMMyTaLMOHHas MaTpuLIa 151 BCEX
pa3MepoB NakeToB.

[Mopaep>XmBaeT arperawmio KaHanoB K HECKONbKUM
yCTpOVICTBaM ONnsa pe3epBupoBaHNS KaHanoB Mexay
yCTpOVICTBaMVI nyBsennyeHnsa I'IpOI'IyCKHOl71 CMocoBbHOCTM CeTu.

lMoBbilLeHHas HaAEeXHOCTb 3a CYET Ay6nMpyemMbix 6/10K0B
MUTaHNS Y BEHTUAATOPOB C BO3MOXHOCTbIO ropsyeit 3aMeHbl.
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Monutukn QoS ans ynpasneHus NOTOKOM AaHHbIX.

DyYHKLMN 0becrneveHns pe3epBMpPOBaHMS IMHUIA CBA3N
Ha YPOBHE He3aBUCUMbIX GU3NYECKNX MHTEPDENCOB, Kak
anbTepHaTnBa npoTokosy Spanning Tree Protocol (STP).

PesepBurpoBaHue obpasa ynpaenstoLero N0 — MuHMMmn3aums
MPOCTOEB A5 HernpepbiBHOM PaboTbl GU3Heca 1 MPOCTOTbI
06CnyXMBaHUS.

ABTOMaTMYECKOE MEepPeKTIIoYEeHMEe Ha pe3epBHble KaHasbl
B Pa3/INYHbIX TOMOIOTMAX C MOMOLLbIO NpoTokonos STP, RSTP,
MSTP.

PaclumpeHHble dyHKLMKM MapLupyTu3auum — RIP, OSPF/v3, BGP
n PBR.

Mopnepxka 802.1X ona obecrneyeHuns LIeHTpanM3oBaHHOMO
yrnpaBneHns NOAKIIOYEHNSMU K CETU NosSb3oBaTeNen 1
YCTPOWCTB.

Cnunckum goctyna (ACL) ona cobniogeHms nonMTuk goctyna.

Mopep>ka aBoliHoro cteka IPv4/IPv6.

Mogenb L3200-24X8Y L3200-24X2C
MopTbl 10G SFP+ 24 24

MopTbl 25G SFP28 8 -

MopTbl 100G QSFP28 - 2 c nopaepxkou breackout
MopTt OoB Management 1RJ-45 1RJ-45
KoHconbHbi nopT (USB Type-C) 1 1

KoHconbHbIV nopT (RS-232) 1 1

BHyTpeHHss nponyckHas crnocobHoCTb 880T6\c 880T6\c
[MpounseoanTenbHOCTb (64-6aiTHble NakeTbl) 650 Mpps 650 Mpps
Tabnuua MAC 65K 65K

DyHKUMK L2 QinQ, LACP, MSTP, IGMP, ERPS, RSPAN QinQ, LACP, MSTP, IGMP, ERPS, RSPAN
OyHkumm L3 cTtatuyeckas, PBR, BGP, OSPF, IS-IS, RIP VRF, ECMP

DyHKUMK L2 AAA, RADIUS, TACACS+, 802.1X, ACL, ARP Inspection, CoPP, STP security
OTKa30yCTOMYMBOCTb CtekunpoBanue 8 yctponcts, MLAG, pe3epBrpoBaHHble 6/10KN MUTaHNS

1 pesepBrpoBaHmne N BEHTUNATOPbI C ropﬂqeﬁ 3aMeHoM

MoHuUTOpPUHI SNMP, Syslog, traffic dump, debug SNMP, Syslog, traffic dump, debug

Homep B peectpe 10857055 10857054



MPEO3SAKA3

KommyTtatopbl KUT cepmm D4000 — 3T0 BbICOKOMPOU3BOAUTENbHOE
YCTPOWCTBO A5 LLeHTPOB 06paboTku faHHbIx (LLOM). MoryT
MCMONb30BaTbCS A1 MOCTPOEHUS Knaccuyeckmx apxuTekTyp LIOL
1 B Ka4eCTBe KOMMYyTaTopa ypoBHs Leaf nnu Spine B apxutektypax
Clos. Takxxe nogonayT Ans YPoBHS SApa B KPYMHbIX KOPNOPaTUBHbIX
ceTax.

KoMMyTaTOpbl COYETaOT BbICOKYHO YCTOMYMBOCTb K COOSIM 3@ CUET YHUKA/bHBIX PELIEHNIA, MOAOEPXKKY aKTyasbHblX CTaHOaPTOB
ona L1O[1, obecrneyumBatoT TpaHCNOPT AN CUCTEM XpaHeHus aaHHbix No NVMe-oF, rapaHTupyeT cBepxHU3KWe 1 Npeackasyemblie
3a0ep>KKM Npu 06paboTke Nboro ThMNa Tpaduka Ha IMHENHON CKOPOCTMU.

Mogaynb BRMC (Bare metal controller) o6ecneuyvsaet DyYHKLMM 0BecrneveHns pe3epBMpPOBaHMS IMHUIA CBA3U
6e30mnacHoCTb annapaTHon nnatdopmbl. CoxpaHseT Ha YPOBHE He3aBUCUMbIX GU3MUYECKNX MHTEPDENCOB, Kak
paboToCNoCOBHOCTL annapaTHbIX KOMMOHEHT NPW NomMbITKax anbTepHaTuBa npotokosny Spanning Tree Protocol (STP).

BHELLHWX BO3O,ENCTBUIA M rapaHTUPYyeT BOCCTAHOB/IEHNE

BCTPOeHHoro MO py aTakax. [MoBbiLEHHAA HAOEXXHOCTDb 3a CYET Oy6MpyemMbix 610K0B

NUTaHUA Y BEHTUNATOPOB C BO3MOXHOCTbIO FOpsAYeit 3aMeHbl.
3axBaT 1 aHanun3 Tpadrka — BCTPOEHHbIE MHCTPYMEHTbI
NMo3BOAIT CObMPaTb aHaNUTUYECKYIO NHboPMaLMio 6e3
CTOPOHHMX MHCTPYMEHTOB U MakCUMasibHO 6/1M3K0
K UICTOYHMKY/adpecaTy Tpaduka.

PesepBupoBaHue obpasa ynpaenstowero N0 — MuHMMmn3aums
MPOCTOEB A9 HernpepbiBHOM PaboTbl GU3Heca 1 MPOCTOTbI
06CnyXXMBaHMS.

ABTOMAaTMYECKOE NepeKItoYeHNE Ha Pe3epPBHbIe KaHasbl

B Pa3/IMYHbIX TOMOMOrNSX ¢ MOMoLLbto NpoTokonoB STP, RSTP,
CTekunpoBaHue 00 8 yCTPOMCTB C OpraHn3aLment cTeka Yepes MSTP.

Ntobble NopTbl. Paclumperne ao 16.

O6LLas NPon3BOAUTENbHOCTb LUMHLI KOMMYTaLmn 4 TeuT/c.

PaclumpeHHble dyHKLMM MapLupyTr3auum — RIP, OSPF/v3, BGP
Hebnokmpyemas KOMMyTaLMOHHas MaTpu1La Ans TUNoBoOro n PBR.Mogpep>xka BFD.

Tpadwmka LLOL.

Mopnepxka 802.1X ona obecrneyeHus LIeHTpanM3oBaHHOrO
Mopnep>XunBaeT arperaLmio KaHanoB K HECKONbKUM ynpaBneHns NOAKIIOYEHNSAMN K CETU.
YCTPOMCTBaM /151 Pe3epPBUPOBaHNS KaHAN0oB MexXay

YCTPOMCTBAMM 1 YBENMUYEHMS NPOMYCKHOM CNOCOBHOCTH CETH. Crekn poctyna (ACL) ans cobnioaenms nonnTuk aoctyna

Ha 6a3e pas/IMYHbIX XapaKTepUCTMK Tpaduka.

Monntrkn QoS ons ynpaeneHms NOTOKOM LaHHbIX .
Moppep>xka asoriHoro cteka IPv4/IPv6.

Mogenb D4000-48Y8C

MopTbl 25G SFP28 48

MopTbl 100G QSFP28 8

[NopT OoB Management 1RJ-45

KoHcosnbHbI nopT (USB Type-C) 1

KoHconbHbIl nopT (RS-232) 1

BHyTpeHHsIs nponyckHas cnocobHOCTb 4000T6\c

MNpounsBoanTenbHOCTb (64-6anTHbIE NakeTbl) 1210 Mpps

Tabnmua MAC 224K

OyHKLmm L2 VXLAN, QinQ, LACP, MSTP, IGMP, ERPS, Port Security | Isolation
OyHKumm L3 EVPN, IPv4 / IPv6 Routing, PBR, BGP, OSPF, IS-IS, RIP, PIM, VRF, ECMP, BFD
BesonacHocTb AAA, RADIUS, TACACS+, 802.1X, ACL, ARP Inspection, CoPP, STP security
OTKa30yCcTONUMBOCTb CrekupoBaHue 8 yctpolicts, MLAG, pe36p§MpOBaHHvble 610K/ NUTaHUS 1
1 pe3epBrpoBaHve BEHTUNSTOPbI C ropsiyeit 3aMeHol

HanpaeneHwve oxnaxpeHus cnepepgv-Hasap, c3aau-Bnepes,

MOHUTOPUHI SNMP, Syslog, sFlow, traffic dump, debug, LLDP, DDM, RSPAN, IP SLA



MNMPEO3AKA3

KommyTtatopbl KUT cepmm D5000 — 3T0 BbICOKONPON3BOANTENBHOE
YCTPOWCTBO A5 LLeHTPOB 06paboTku faHHbIx (LLOM). MoryT
MCMoMb30BaTbCs AN NOCTPOEHMS Knaccnyeckmx apxmutektyp LIOL,
1 B Ka4eCTBe KOMMYyTaTopa ypoBHs Leaf nnu Spine B apxutektypax
Clos. Takxxe nogonayT Ans YPoBHS SApa B KPYMHbIX KOPNOPaTUBHbIX
ceTax.

KoMMyTaTOpbl COYETaOT BbICOKYHO YCTOMYMBOCTb K COOSIM 3@ CUET YHUKA/bHBIX PELIEHNIA, MOAOEPXKKY aKTyasbHblX CTaHOaPTOB
ona L1O[1, obecrneyumBatoT TpaHCNOPT AN CUCTEM XpaHeHus aaHHbix No NVMe-oF, rapaHTupyeT cBepxHU3KWe 1 Npeackasyemblie
3a0ep>KKM Npu 06paboTke Nboro ThMNa Tpaduka Ha IMHENHON CKOPOCTMU.

Mogaynb BRMC (Bare metal controller) o6ecneuyvsaet DyYHKLMM 0BecrneveHns pe3epBMpPOBaHMS IMHUIA CBA3U
6e30mnacHoCTb annapaTHon nnatdopmbl. CoxpaHseT Ha YPOBHE He3aBUCUMbIX GU3MUYECKNX MHTEPDENCOB, Kak
paboToCNoCOBHOCTL annapaTHbIX KOMMOHEHT MPW NomMbITKax anbTepHaTuBa npotokosny Spanning Tree Protocol (STP).

BHELLHWX BO3O,ENCTBUIA U rapaHTUPYeT BOCCTAHOB/IEHNE

BCTPOEHHoro MO py aTakax. [MoBbiLEHHAA HAOEXXHOCTDb 3a CYET Oy6MpyemMbix 610K0B

NUTaHUA Y BEHTUNATOPOB C BO3MOXHOCTbIO FOpsAYeit 3aMeHbl.
3axBaT 1 aHanun3 Tpadrka — BCTPOEHHbIE MHCTPYMEHTbI
NMo3BOAIT COBMPATb aHaNUTUYECKYIO NHboPMaLMio 6e3
CTOPOHHMX MHCTPYMEHTOB U MakCUMasibHO 6113K0
K UICTOYHMKY/adpecaTy Tpaduka.

PesepsupoBaHue obpasa ynpasnstowero N0 — MUHMMM3aLMS
NMPOCTOEB [J15 HEMPEPbIBHOW PaboTbl G13Heca U MPOCTOTbI
06CnyXXMBaHMS.

ABTOMaTUYECKOE NepeK/oYeHe Ha pe3epBHbIe KaHasbl

B Pa3/IMYHbIX TOMONOMMSAX C MOMOLLbIO NpoTokonos STP, RSTP,
CreknpoBaHue o 8 yCTPOIMCTB C OpraHnsaLmeit cteka Yepes MSTP.

ntobble nopTbl. PaclwumpeHne oo 16.

O6LLas NPoN3BOANTENbHOCTb LUMHLI KOMMYTaLmK 4 TeUT/C.

PacwmpeHHble dyHKUMM MapLupyTusaumm — RIP, OSPF/v3, BGP
Hebnokumpyemas KOMMyTaLMOHHas MaTpuLLa A1 TUMOBOro 1 PBR. MNopgaepxka BFD.

Tpadmka LLOL.

Moanepxka 802.1X ans obecrneyeHns LLeHTPaIM3oBaHHOrO
MopoepXXmBaeT arperaLmio KaHanoB K HECKObKUM ynpaBneHns NOAKIIOYEHNSAMN K CETU.
YCTPOICTBaM L1115 Pe3ePBUPOBaHMS KaHANOB MeX Y

YCTPOMCTBAMM 1 YBENMUYEHMS NPOMYCKHOM CMOCOBHOCTY CETH. Crekn poctyna (ACL) ans cobnioaenms nonnTuk aoctyna

Ha 6a3e pas/IMYHbIX XapaKTepUCTMK Tpaduka.

Monntrkn QoS ons ynpaeneHns NOTOKOM LaHHbIX .
Moppep>xka asoriHoro cteka IPv4/IPv6.

Mogenb D5000-20C

MopTbl 100G QSFP28 20

MopT OoB Management 1RJ-45

KoHcosnbHbIM nopT (USB Type-C) 1

KoHconbHbI nopT (RS-232) 1

BHyTpeHHss mpornyckHas CrocobHOCTb 4000T6\c

MpounsBoanTenbHOCTb (64-6aiTHble NakeTbl) 1210 Mpps

Tabnmua MAC 224K

OyHKumMm L2 65VXLAN, QinQ, LACP, MSTP, IGMP, ERPS, Port Security | Isolation,
OyHKUMK L3 EVPN, IPv4 / IPv6 Routing, PBR, BGP, OSPF, IS-IS, RIP, PIM, VRF, ECMP, BFD
BesonacHocTb AAA, RADIUS, TACACS+, 802.1X, ACL, ARP Inspection, CoPP, STP security
OTKa30yCTONYMBOCTb U PE3EPBMPOBAHNE CrekupoBaHue 8 yctpoicts, MLAG, Graceful Restart, FRR,

pe3epBrpOBaHHbIE BIOKU MUTaHUS M BEHTUISTOPbI C ropsiyeit 3amMeHou
HanpasneHue oxnaxaeHus criepeav-Hasaf, caaav-Briepeq,

MOHUTOPUHF SNMP, Syslog, sFlow, traffic dump, debug, LLDP, DDM, RSPAN, IP SLA



FrAPAHTUA

N TEXHUHECKASYA NOAAEPXKA

000 «KWT» rapaHTUpyeT COOTBETCTBME KayecTBa U3aenms
TpeboBaHNSAM AeNCTBYIOLLEN TEXHNYECKOM AOKYMEHTaLMK
npwv cobnogeHn NoTpedbuTenem ycnoBui U Npasui
XPaHeHWs, TPAaHCMOPTUPOBAHWS, MOHTaXa 1 aKCMyaTaLmu,
YCTaHOB/IEHHbIX 9KCM/yaTaLMOHHON AOKYMEHTaLMeN.

Ha nagenve npepocraBnseTca rapaHT1s Ha 12 MecsLes.

000 «KUT» npenocTaBnseT TeXHUYECKNe KOHCYNbTaLMmM No
06opyaoBaHNMIo, 0 cnocobax N MeToax yCTpaHeHUs
HeMCnpaBHOCTEN, @ TakKe BbINOJHSAET 3anpochl Ha
npeaocTaBneHne HoBblx Bepcuia MO.

Y3HaTb nogpo6Hee Npo ycnoBus rapaHTUM U 03HAKOMUTCS
pernaMmeHTOM TEXHNUYECKOM NOAAEPXKKM MOXHO Ha HalLeMm
cante www.citnet.ru

CpoK rapaHTum Mpuem 3anaBoOK

12 mecsueB KpyrnocyToyHo Yepes cant

OnnaTta pocTtaBKu
o6opyaoBaHua

Hauano rapaHTuiiHoro nepuopa

[ocTaBngaem oo 6nmxainiuero

HocTaBka o6opyaoBaHus B CL| TepMUHana TPaHCMOPTHON KOMMaHWUn

K MeCTy yCTaHOBKU OGOpyﬂ,OBaHMﬂ.
BosmMoykHa YacTuyHasa onnata co

[aTa nepepayn obopynoBaHns Cunamu 1 3a cyeT nokynatens / CTOPOHbI NMOKyMNaTens / KOHEYHOro

rokynartesnto

KOHEYHOro 3akas4vunka 3aKas4uka

Bpems 3aMmeHbl 060pyaoBaHUA Cpok 3aMeHbl 060pyp0BaHUS FapaHTus
Ha KOMMJIEeKTyloLue
. (SFP mogynu)
10 paboumnx aHewn c MOMeHTa [o 30 kaneHpapHbIX AHeN ¢
NPUHATUS peLleHns o 3ameHe B CLJ, MOMeHTa nosyyeHnst 060pyaoBaHMs

3apep)kKa cTapTa rapaHTum

MokpbiBalOTCA rapaHTMEN
o6opynoBaHuMs, B KOTOpoe

He 6onee 30 kaneHgapHbIX fHEN C MOMEHTa OTMNPaBKM YCTaHOBJ1€HbI U1 B KOMIMJIEKTE C
O60pyD,OBaHVIF| CO CKJlapa npoussoauTens KOTOPbIM NnpoaaBaiCb

Komnanua KUT npurnawwaeT Bac Ha 3KCKypCuto
Ha HaLl NMPOW3BOACTBEHHbIN 3aBOA,

YBuabTe CO6CTBEHHBIMM INa3amu, Kak co3naércs

obopynoBaHue KT.

3anuncb Ha 3KCKYPCUIo Yepes KHOMKY
«CBA3aTbCS C HAMWU» Ha calTe:
citnet.ru
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NMopTtdenbp peLueHUA

3anyck nepBou IMHEUKN KOMMYTaTOpoB cepun S2158

Ynpasnsemble L3-KoMMyTaTopbl YPOBHSA OOCTYMNa CO CMEeHHbIMM 6/10KaMu NiUTaHKs, noaaep kol PoE+,
noptamu 25 F6UT/C 1 LWIMPOKUM HabOPOM CETEBbIX TEXHOMOMMIA U TEXHOOr i 6esonacHocTU. OcHalLeHbl

BCTPOEHHbIM aHanM3aTopoM Tpaduka.

CeTeBble aganTtepbl a5 cepeepoB u CX]4

MopTbl 10/25/100 '6KT/C, ycTaHOBKa B cTaHAapTHbI pasbeM PCI-E 4.0 unn OCP 3.0. MNMopaepykka NpoToKo0B
onsa ceten LLOL, (PCP, DSCP, DCBX, iWARP n RoCEv2, VXLAN, Geneve, GRE), nporpamMmmupyemMble npodunu
onTummsauum Tpaduka (DDP), yckopeHune NFV yepes DPDK, onTMmN3MpoBaHHbIN NIAHUPOBLLMK Nepesayn

OaHHbIX.

KommyTaTopbl sapa KoprnopaTUBHbIX ceTer cepum L3200

MopTbl oT 116/c o 100 '6uT/c ¢ pe3epBrpyeMbiMU BIOKaMU NMUTaHUS U OX1aXKOeHWs C ropsiuei 3aMeHou,
yHuouumpoBaHHas OC CitOS. Nogaepykka 0TKa3oyCTOMUYNMBOro CTeka, MOHUTOPUHI COeUHEHNIA, aHanns

TpaduKa, 3aLimTa OT NeperpysokK.

KommyTtaTtopbl poctyna cepum SB210

KommyTtaTopbl KUT cepmm SB210 nmetoT KOMMNakTHbIM GopMdakTop 1 MO3BOSIOT CTPOUTb CETEBYIO
APXUTEKTYPY KOPMOpaTMBHbIX CeTei [oCTyna sSKoOHOMUYeckn 3ddeKTUBHO, HaaeXHo, 6e30MnacHo, C MPOCTbIM
yrpaB/ieH1eM, NOIHOCTbIO POCCUICKas pa3paboTka ¢ MakCUMasibHbIM UCMONb30BaHNeM oTeyvecTBeHHo OKb,
rOTOBbI K UCMOb30BaHWUIO B CETAX NPeanpuaTuii KpuTnieckon nHdopmMaumoHHomn nHepactpyktypsl (KNN),
obecneynBasi TEXHOSIOMMYECKYH0 HE3aBUCUMOCTb M COOTBETCTBME CTPOrMM TPeBboBaHMSM PerynsaTopos.

KommyTaTopbl goctyna cepun L2800

LLInpokast nMHenka KOMMYTaTOPOB A0CTYMa YPoBHS L3, BCTPOEHHbIE 1 CMeHHble 6110kM NuTaHus. PaboTatoT
nog ynpaenennem eguHon OC CitOS. Nogpep>xkmBatoT cTeknpoBaHue, MLAG, npoTokKo bl AMHaMUYEeCKO
MapLipyTu3auun, B T.4. BGPv4, nuTaHue no POE++, pacluMpeHHble GpyHKLIMM 6E30MacHOCTY BKtOYas
802.1X CoA, BCTPOEHHbIV aHanM3aTop Tpaduka, pacluMpeHHble GYyHKLMM aBTOMaTU3aLLMN HAaCTPOEK U
yrpaBfieHus.

KommyTtatopbi LLOL

Tpu cepum kommyTaTopos LLOO — D4000, D5000, D6000. Bce koMmyTaTOopbl UMEIOT pe3epBurpyemMble bl n
MO/ OXJTaXOeHMs C U3MEeHsIeMbIM HanpaeieHnem obayea. PaboTatoT nog, ynpaeneHnem egnHon OC
CitOS ¢ nopaep>xkor Bcex HeobxoamMMblx NpoTokonos 1 eyHkumii ang LLOL — VXLAN, BGP EVPN, GENEVE,
RoCEv2, iWARP, nporpammupyemocTu Ha ocHoee Mogeneri NETCONF, RESTCONF, YANG, ckpunToB
Python, noTokoBo TeENeMeTpun 1 BCTPOEHHOIo aHannsa Tpaduka.

D4000 xommyTaTopbl YypoBHS Leaf
¢ noptamu goctyna 10/25 éut/c ¢ annuHkamm go 200 Feut/c. PELSAKAS

D5000 kommyTaTopbl ypoBHs Leaf/Spine
c noptamu 100 OUT/C ¢ NogaepP>KKoM AeMyNbTUMNIEKCUPOBAHMS. MPEA3AKAS

D6000 kommyTaTOpbl YPOBHSA Super Spine
C BbICOKOW nioTHoCTblo nopToB 200/400 MéuTt/c.
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