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TEXHUYECKOE ONMUCAHUE

KommyTatopbl gns cetei Ethernet cepum CIT
S2158 obecneuunsatot BbICOKMM YPOBEHb
6e3onacHocTy, becnepeboiHyto paboTy MU
ynpolleHHoe ynpaBneHue UT-uHppacTpyKTypon 6e3
KOMMNPOMMCCOB B bYHKUMOHANbHOCTH npwu
NOCTPOEHUN KopnopaTuBHbIX ceTet JIBC KpynHbIX
npeanpuaTUiA, NpPeanpuATUA Manoro U CpesHero
6u3Heca M NOAKNIOYEHUA K CEeTAM OMnepaTopoB CBA3MU
CO cKopocCTblo Ao 25 réut/c.

Bnaropaps BbICOKOM OTKa30yCTOMYMBOCTH,
3KOHOMMUYHOM apxuTeKType " noagepKe
COBPEMEHHbIX TEXHOMOrMM, KommyTatopbl cepun CIT
S2158 — 3TO ONTUManbHbIN BbIGOP B KayecTse
LEHTPasbHOrO Yy3na ANA MNOCTPOEHUA HAAEXKHbIX W
MmacwrTabupyembix cetei B duananax KopnopaTUBHbIX
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K/TIOYEBbIE OCOBEHHOCTU
KOMMYTATOPOB CEPUM CIT S2158

B Moagynb BRMC  (Bare metal controller)
obecneumsaet 6e3onacHocTb annapaTHoWm
nnatdopmbl.  CoxpaHAeT  paboTocnocob-HocTu
annapaTtHbIX KOMMOHEHT MNPV MOMbITKAX BHELUHWUX
BO34ENCTBUI W rapaHTUPYeT BOCCTaHOB/EHME
BCcTpoeH-Horo MO npu aTaKax.

B 3axBaT M aHaaM3 Tpaduka — BCTPOEHHbIE
WHCTPYMEHTbI, OCHOBAHHble Ha GyHKLMOHa- ie TCP
dump no3BonAlT cobupaTb aHaAn- TUYECKYHD
WHPopmaLmio 6e3 CTOPOHHUX MHCTPYMEHTOB U
MaKCcMmanbHO  6/M3KO K WCTOYHMKY/agpecaty
TpaduKa.

B O6wan NpoM3BOAUTENILHOCTb LWNHBI KOMMY- TaLmum
400 réwur/c.

B PabotatoT Ha 6ase uuna ¢ HebioKMpyemoi
APXUTEKTYPOM, yTo nossonser noay4nTb
MaKCUMaJIbHY0 NPOU3BOANTENBHOCTb YCTPOMCTBA.

m Wmetot 4 nopta 10/25 F6ut/c. ana obecne- YeHus
MaKCMMa/ibHOM MPOMNYCKHOW CMoco6- HOCTM npwu
NMOCTPOEHUN CETEMN.

B [logfdep’KMBAOT  arperaumio  KaHalioB K He-
CKOJIbKMM YCTPOWMCTBAM [ANA Pe3epBMpPOBa- HuA
KaHa/oB MeXay YCTpOMCTBaMM M yBe- JIMYeHusA
NPOMYyCKHOW CNOCOBHOCTU CETMU.

Ov ' 2 partner@citnet.ru &

B ABTOMATMYECKOE MNEepeKkNtoYeHne Ha pesep- BHble
KaHanbl B  PA3/IMYHbIX TOMOJIOTMAX C MOMOLLBHO
npoTtokonos STP, RSTP, MSTP, G.8031 n G.8032.

B [opaep:kka PoE+ Ha Bcex NopTax O04HOBPE- MEHHO C
MOJIHbIM BI0AYKETOM MOLLLHOCTH.

B [osbiweHHas HafeXHOCTb 3a cueT Ay6an- pyembix
6/10KOB MUTaHNA U BEHTUNATOPOB.

B PesepBupoBaHne obpasa ynpaBnsoLWero
MO — MWHMMM3AUMA MPOCTOEB ANA HEMPepbIBHOM
paboTbl 6M3HECA M MPOCTOTbI O6CNYKUBAHMUA.

B Bnoku nutaHuA paboTaloT B ropayem pe-3epse Mo
cxeme 1+1.

m PacwmpeHHble dyHKUMM mapuipyTusaumn — RIP,
OSPF v BGP.

B Moapeprkka 802.1X A4 KOHTPOAS NMOAKIO- YEHUA K
CeTM No/Ib30BaTeNIeN U YCTPOMCTB.

B NoanTtnkn QoS ana ynpasaeHUs NOTOKOM AaHHbIX.

B Cnuckn poctyna (ACL) ana cobnogeHua noavTuk
Joctyna.

citnet.ru




CIT S2158-48T4D-P-AC-FR

KommyTaTop gocTyna L3 48x1G RJ45 ¢ POE/POE+,
4x10/25G SFP28, asa BN AC, oxnaxaeHune cnepeaun-Hasag,
KoHcosb 1xMini-USB, 1xRJ45, OOB 1xRJ45

3anucb PIM: 10685564

CIT S2158-48T4D-N-AC-FR

KommyTtaTtop gocrtyna L3 48x1G RJ45,
4x10/25G SFP28, nsa BN AC, oxnasxaeHue cnepean-Hasag,
KoHcob 1xMini-USB, 1xRJ45, OOB 1xRJ45

3anucb PIM: 10685563

CIT S2158-24T4D-P-AC-FR

KommyTaTop gocryna L3 24x1G RJ45 ¢ POE/POE+,
4x10/25G SFP28, asa BN AC, oxnaskaeHune cnepeaun-Hasag,
KoHcosb 1xMini-USB, 1xRJ45, OOB 1xRJ45

3anucb PMM: 10685562

CIT S2158-24T4D-N-AC-FR

KommyTaTop gocryna L3 48x1G RJ45 c POE/POE+,
M 4x10/25G SFP28, nsa BN AC, oxnasxkaeHue cnepean-Hasag, KOHCO/b
1xMini-USB, 1xRJ45, OOB 1xRJ45

3anucb PIM: 10685561

CIT S2158-24F4D-N-AC-FR

- KommyTaTtop goctyna L3 24x1G RJ45,
w 4x10/25G SFP28, asa BN AC, oxfnaskaeHune cnepeamn-Hasag, KOHCO/b
1xMini-USB, 1xRJ45, OOB 1xRJ45

3anwuco PIMN: 10685560
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TEXHUYECKUE XAPAKTEPUCTUKU

1G (SFP)

KoHconbHbIi nopT (mini-
UsB)

MopT ynpaBneHuns
«O00B»

1
1

1

1

1

1
1

MpoussoauTenb-HOCTb
Ha nakeTax AJ/iMHoM 64
6aiita*

Konuuectso MAC-
agpecoB

Konuuecrso L3
MY/IbTUKACT MapLUpyToB

Pasmep Jumbo frame

375,2 MPPS

375,2 MPPS

32K

1,5K

10,2Kb

317,6 MPPS

32K

1,5K

10,2 Kb

317,6 MPPS

32K

1,5K

10,2Kb

328,2 MPPS

32K

1,5K

10,2Kb

Bydep

BneK'rponwraH ue

BropykeT PoE

BnaxHoctb

Macca

32 Méut

5,64 kr

32 Méut

32 Méut

32 Méut

CeTb nepemeHHoOro Toka ot 200 0 240 B c yactoToi 50 Iy,

5,45 kr

He 6onee 80 %

5,54 kr

5,35 kr

4,45k
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* 3HaveHue yKkasaHo Ons

d8yxcmopoHHel nepedayu coanacHo

cmaHOapmy RFC2544



®YHKUUOHA/JIbHbIE BO3SMOXHOCTU

SYHKLUUOHAN L2 ®YHKUUOHAN L3
e Auto MAC addr. Learning/Ageing e DHCP option 82 relay
¢ MAC Addresses - Static e UPNP
e Virtual LAN e AnnapaTHasa cTaTuyeckasa mapwpyTtusauma IPv4 u IPv6
e Bidirectional VLAN translation e RFC2992 (ECMP) support for HW based L3static routing
e Unidirectional VLAN translation (ingress/egress) e RFC 2453 RIPv2 dynamic routing
* Private VLAN Static e RFC 2328 OSPFv2 Dynamic routing
e Port Isolation Static e RFC 3101 The OSPF Not-So-Stubby Area(NSSA) Option
¢ MAC-based VLAN e RFC 3137 OSPF Stub Router Advertisement
e Protocol-based VLAN e RFC 2740/5340 OSPFv3 Dynamic Routing
e |P subnet-based VLAN e RFC1812
e VLAN Trunking e MapupyTusauma BGPv4*

e iPVLAN Trunking
e GARP VLAN registration GVRP
e Multiple Registration Protocol MRP

e Multiple VLAN Registration Protocol MVRP PABOTA NOPTOB ETHERNET

e |EEE-802.1ad Provider Bridge (Native or Translated VLAN)

e MSTP e Port Speed/Duplex Mode/Flow Ctrl
Rapid Spanning Tree RSTP, STP e Port Frame Size (Jumbo frames)

e Loop Guard e Port State (administrative status)

 Link Aggregation Static e Port Status (link monitoring)

e Link Aggregation LACP e Port Statistics (MIB counters)

e AGGR/LACP user interface alignment with Industry standard e Port VeriPHY (cable diagnostics)

e UNILAG (LACP) 1:1 Active/Standby e POE/POE+ with LLDP

e LACP Revertive/Non-revertive e On-the-fly SFP detection

e LACP loop free operation e DDMI

e BPDU Guard & Restricted Role e UDLD

e Error Disable Recovery
e IGMPv2 snooping

* |IGMPv3 snooping

e MLDv1 snooping 3ALLMTA
e MLDv2 snooping

e IGMP filtering profile

e IPMC throttling, filtering, leave proxy

e (G.8031-1:1Port protection
e (.8032 - Ring protection

e MVR . .

il e G.8032- Ring protection v2
‘ M\./R protie e MRP (Media redundancy protocol)
e Voice VLAN

¢ MRP (Media redundancy protocol)
e Interconnect
e |EEE-802.1CB (FRER)

e DHCP snooping

e ARP inspection

e Port Mirroring

e Flow mirroring

®  Rmirror

e DHCPv6 Shield

e RADIUS Accounting

e MAC Address Limit

e Persistent MAC learning

e |IP MAC binding

e IP/MAC binding dynamic to static

e TACACS+ Authentication and Authorization
e TACACS+ Command Authorization

e TACACS+ Accounting

e Web & CLI Authentication

e Authorization (15 user levels)

e ACLs for filtering/policing/port copy
e |Psource guard

e Secure FTP Client

e |P6 Source guard

CETEBAA BE3OMNACHOCTb

e Port-Based 802.1X

e Single 802.1X

e Multiple 802.1X

e MAC-Based Authentication

e VLAN Assignment

e QoS Assignment

e Guest VLAN

e RADIUS Authentication and Authorization
e CFM: ERPS using ETH-CCM and ETH-RAPS
e CMF: HW-accelerated OAM

* Byget focTyneH B chegytoleit sepcum MO.
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®YHKUUOHA/JIbHbIE BO3SMOXHOCTU

YMPABJIEHUE U MOHUTOPUHT

JSON-RPC

JSON-RPC Notifications

Dual CPU (Application variant with JSON)

RFC 2131 DHCP Client

RFC 2131 DHCP Server

DHCP Server support for DHCP relay packets
DHCP per port

RFC 3315 DHCPv6 Client

RFC 3315 DHCPv6 Relay Agent

RFC 7610 DHCPv6-ShieldProtecting against Rogue DHCPV6 Servers
RFC 1035 DNS client, relay

IPv4/IPv6 Ping

IPv4/IPv6 Traceroute

HTTP Server

CLI - Console Port

CLI - Telnet

Standard CLI

Standard Configuration

Standard CLI debug commands

Port Description CLI

Management access filtering

HTTPS

SSHv2

IPv6 Management

IPv6 Ready Logo PHASE?2 (host only)

RFC4884 (ICMPv6)

System Syslog

Software Upload via web

SNMPv1 / v2c / v3 Agent - Note: No SNMPvltrap support
RMON (Group 1, 2,3 &9)

RMON alarm and event(CLI,web)

Alarm Module

IEEE 802.1AB-2005 Link Layer Discovery LLDP

TIA 1057 LLDP-MED

Industry Standard Discovery Protocol - ISDP sFlow
FTP Client

Configuration Download/Upload - Industrial Standard
Loop detection restore to default

Symbolic Register Access

AAMWHUCTPUPOBAHMUE,
OBC/TYKUBAHUE N TECT

802.3ah: Variable, request, response

802.3ah: Discovery process, information. Event notification,
loopback

CFM: Continuity Check (ETH-CCM)

CFM: IS-, OS-, PS-, SID-TLV

CFM: APS using ETH-CCM and ETH-APS

KAYECTBO OBC/TY}XMBAHUA (QOS)

e Cut-through

e Traffic Classes (8 active priorities)

e Port Default Priority

e User Priority

e Input priority mapping

e QoS Control List (QCL Mode)

e Global Storm Control for UC, MC and BC

e Random Early Discard (RED)

e Port policers

e Queue policers

¢ Global/VCAP (ACL) policers

e Port egress shaper

e Queue egress shapers

o DiffServ (RFC2474) remarking

e Tagremarking

e Scheduler mode

e Management of credit-based shaper

e |EEE-802.1Qbv (TAS) Time-aware Scheduler
e |EEE-802.1Qbu & 802.3br Frame Preemption
e |EEE-802.1Qci ingress gating/policing/ checking

CTAHAAPTbI MIB

e RFC 2674 VLAN MIB

e |EEE 802.1Q Bridge MIB 2008

e RFC 2819 RMON (Group 1,2.3&9)
e RFC1213MIB 11

e RFC1215TRAPS MIB

e RFC 4188 Bridge MIB

e RFC 4292 IP Forwarding Table MIB

(1P)
e RFC 5519 Multicast Group Membership Discovery MIB
e RFC 4668 RADIUS auth. Client MIB
e RFC 4670 RADIUS Accounting MIB
e RFC 3635 Ethernet-like MIB
e RFC 2863 Interface Group MIB using SMI v2
e RFC3636802.3 MAU MIB
e RFC4133 Entity MIB version 3
e RFC 4878 Link OAM MIB
e RFC3411SNMP Management Frameworks
e RFC 3414 User-based Security Model for SNMPv3
e RFC 3415 View-based access Control Model for SNMP
e RFC 2613 SMON - PortCopy
e |EEE802.1 MSTP MIB

e |EEE 802.3ad (LACP MIB included in a clause of the STD)
e |EEE 802.1X (PAE MIB included in a clause of the STD)
e TIA 1057 LLDP-MED ( MIB is part of the STD

partner@citnet.ru &®

citnet.ru

e RFC 4293 Management Information Base for the Internet Protocol

e |EEE 802.1AB LLDP-MIB (LLDP MIB included in a clause of the STD)




FAPAHTUA U TEXHUYECKAA NOAAEPXKKA

000 «KWUT» rapaHTUpyeT COOTBETCTBME KAYecTBa M3Le/vA TpeboBaHMSAM OEeWCTBYIOLLEN TEXHUYECKOM
AOKYMEHTaUUM Npu cobatofeHnn notTpebutenem ycaoBUM U NMpaBuA XPaHEHWs, TPAHCMOPTMPOBAHMS,
MOHTa)a M 3KCMJ/yaTauMu, YCTaHOB/EHHbIX 3KCMAyaTaUMOHHOW AOKymeHTaumen. Ha wusgenuve
npesocTaBAseTcA rapaHTmaA Ha 12 mecsues.

000 «KUT» npepoctaBnsieT TEXHUYECKME KOHCY/bTauMu Mo 0bopyaoBaHWMIO, O cnocobax M meTomax
YCTPaHEeHWs HEMCMPABHOCTEN, a TaKKe BbINOJIHAET 3anpockl Ha NPeAoCcTaBieHne HoBbIX Bepcuii MO.

Y3HaTb no,u,poGHee npo ycnosuA rapaHTMM M O3HAKOMUTCA pPeri1amMmeHToOm TEXHUYECKOM noaaepxKum
MOHO Ha Hallem calte www.citnet.ru.

KOMMNNEKT KOJIMYECTBO

KommyTtaTop 1w
Macnopt usgenus 1w
Kabenb nuTaHus 2 wr.
Kabenb KOHCONbHbIN 1 wr.

APTURYN OMUCAHUE

e i e e
o0y 58I A 1025 512856 AC e e
s e i e
oD 3 L 0 ACST92, 11C s e
KommyTaTop foctyna L3 24x1G SFP, 4x10/25G SFP28, aga B AC,

CIT52158-24F4D-N-AC-FR OXNaKAEHWE cnepean- Hasag, KoHconb 1xMini-US8, 1xRJ45, 008 1xRJ45.
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